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Objectives

The objective of this presentation is to educate and 
create awareness amongst the community on 
use of Technology, Internet Media and its 
implications on possible cyber crimes. 

� Understand the principles of social engineering
� Define the goals of social engineering
� Recognize the signs of social engineering
� Identify ways to protect yourself from social 

engineering
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Home Security Cyber Security



1) White Hat – Good guys. Report hacks/vulnerabilities to 
appropriate people.

2) Black Hat – Only interested in personal goals, regardless of 
impact.

3) Gray Hat – Somewhere in between.

Script Kiddies
– Someone that calls themselves a ‘hacker’ but really isn’t

Ethical Hacker
– Someone hired to hack a system to find vulnerabilities and 

report on them.
– Also called a ‘sneaker’ 

Types of Hackers



What is Social Engineering

1. At its core it is manipulating a person into knowingly or unknowingly 
giving up information; essentially 'hacking' into a person to steal 
valuable information.

• Psychological manipulation

• Trickery or Deception for the purpose of information 
gathering
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What is Social Engineering

2. It is a way for criminals to gain access to information 
systems. The purpose of social engineering is usually to 
secretly install spyware, other malicious software or to 
trick persons into handing over passwords and/or 
other sensitive financial or personal information
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What is Social Engineering

3. Social engineering is one of the most effective 
routes to stealing confidential data from 
organizations, according to Siemens Enterprise 
Communications, based in Germany. In a recent 
Siemens test, 85 percent of office workers were 
duped by engineering. 

“Most employees are utterly unaware that they are being 
manipulated,” says Colin Greenlees, security and 
counter-fraud consultant at Siemens.
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What are they looking for
• Obtaining simple information such as your pet's name, 

where you're from, the places you've visited; information 
that you'd give out freely to your friends. 

– Think of yourself as a walking computer, full of valuable information 
about yourself. You've got a name, address, and valuables. Now 
categorize those items like a business does. Personally identifiable 
data, financial information, cardholder data, health insurance data, 
credit reporting data, and so on…
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What are they looking for
• Take a close look at some of the 'secure' sites you log 

into. Some have a 'secret question' you have to answer, if 
you cannot remember your username or password. The 
questions seem pretty tough for an outsider looking into 
trying to hack into your account. 

✔ What's the name of your first pet? 

✔ What is your maiden name? 

✔ When was your mother/father born? 

✔ Where were you born? 

Do these sound familiar?
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Tactics

1. Pretexting – Creating a fake scenario

2. Phishing – Send out bait to fool victims into giving away 
their information

3. Fake Websites – Molded to look like the real thing. Log in 
with real credentials that are now compromised

4. Fake Pop-up – Pops up in front of real web site to obtain 
user credentials
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Social Engineering methods

0 Dumpster Diving
0 Shoulder surfing
0 Baiting
0 Vishing 
0 Phishing
0 Whaling
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Technical Social Engineering 
•Phishing 
•Vishing 
•Spam mails
•Popup window
•Interesting  Software

Non-Technical 
•Impersonation / Pretexting  ( retrieving the  
information via influencing)  

•Dumpster Driving 
•Spaying 
•Acting as Technical expert 

Types of Social 
Engineering 
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Any act that influences a person to take actions that or may not be in 

their best interest.

How it happens: 
Fraudsters are able to trick people by playing on their emotions and getting 

people to act before they think, something people often do in an emotional state. 

Example:
• Desire to please: Pretending to be your boss or other authority figure and telling 

you to do something that is critical, right away. 

• Trust: Pretending to be a close friend or relative.

• Fear of scarcity: Saying offers are limited and/or will end soon.

• Threats to wellbeing: Pretending that access to critical resources such as your 

bank account , Card number, OTP etc 

• Greed/Entitlement: Saying you won something or you are getting a free gift.

Social Engineering

Social engineering is information security’s weakest link
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Social Engineering attacks
Phishing: Phishing uses emails that appear to come from legitimate 
sources to trick people into providing their information or clicking on malicious 
links and put end users into one of the emotional states that causes them to 
act without thinking.
Vishing:  Attackers use  phone calls to trick victims into handling over 
data. They may pose as bank managers or other trusted entities to supply 
your credentials and other  important data.
Smishing: Uses SMS text messaging to get you to divulge information or 

click on a malicious link.

Spear Phishing: Similar to phishing but the attacker customizes the 
email specifically for an individual to make the phish seem more real. They 
often target key employees with access to critical and/or confidential data
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Quid Pro Quo: Pretends to be a service provider who keeps calling people 

until they find someone who actually requested or needs the service. 

Baiting:  Attackers setup traps such as USB drives , Malicious links, free 

download offers  to entice users

Whaling :  Attackers target  high ranking employees to gain access to high 

value data . Government agencies are frequently targeted 

AI Powered Malware :  AI can be used to bypass  antimalware solutions 

and in some cases and even impersonate senior members  of staff 
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Phishing
 • E-mail sent by online criminals to trick you into going 

to fake Web sites and revealing personal information
• In other words It is the criminally attempting to 

acquire sensitive information such as 
•usernames
•passwords 
•credit card details

BEWARE! YOU CAN BE 
NEXT VICTIM OF PHISHING
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Spear phishing attack
0 Discovering the person’s age, 
0 place of birth, school, and
0  previous companies, this can
0  all be used to target an 

individual

* 21
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Example of Phishing e-Mail
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How to recognize??
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Vishing & Smishing
Vishing - Phone calls made by fraudsters to steal your personal 

information and sensitive information

- they communicate 
• as bank officer
• referring your shopping

OR
you may land up callin phishing number 
through search engines



Toll Free No. 1800 425 6235Toll Free No. 1800 425 6235

Vishing & Smishing

Hi Jagadish Babu, Last Chance 
to Buy !ROLEX, RADO FLAT 
86% OFF, Clearance SaleHurry, 
Grab your favorite 
timepiece.Visit : 

https://bit.ly/3ymxluTSWISS
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Check on Reviews ...
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Another Example for smishing
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Tips to avoid Vishing & Smishing
• Never reveal any information over phone calls

• Call the original company like bank, shopping toll 
free and enquire about the calll received

• Avoid picking calls from unknown numbers 

• Never respond to sms recevied from unknowns

• Avoid clicking links received on sms 
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Tips to  Stay Safe



Protecting Yourself
A security aware culture can help employees identify and repel social engineering attacks

� Recognize inappropriate requests for information
� Take ownership for corporate security
� Understand risk and impact of security breeches
� Social engineering attacks are personal
� Password management
� Two factor authentication
� Physical security
� Understand what information you are putting on the Web for targeting at social 

network sites
Google Twitter
MySpace                        Facebook
Personal Blogs              LinkedIn

Security is Everyone's Responsibility – See Something, Say Something! 
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Protecting Yourself

1. Network defenses to repel virus
• Virus protection (McAfee, Norton, Symantec, etc…)
• Email attachment scanning
• Firewalls, etc…

2. Organizations must decide what information is sensitive

3. Security must be periodically tested

4. Contact your security office immediately if you have any concerns at 
work
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1) Use antivirus software (AVAST, AVG…..)

2) Insert firewalls , pop up blocker (Windows, Comodo)

3) Uninstall unnecessary software (Adwares)

4) Maintain backup (Weekly/Monthly)

5) Use secure connection (HTTPS)

6) Open attachments carefully 

7) Use strong passwords , don’t give personal information 
unless required.

FREE AVAST ANTIVIRUS FOR ONE YEAR – 

https://www.avast.com/registration-free-antivirus.php

Safety Tips



Any Enquiry 
karanpreet@cdac.in
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